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“Embedded in every tool is an

ideological bias, a predisposition

to construct the world as one thing
rather than another, to value one
thing over another, to amplify one
sense or skill or attitude more loudly
than another.”

Neil Postman, Technopoly, 1992

Introduction

This primer, and the working group that
produced it, was formed to interrogate
the popular conception of technology as
a ‘neutral tool’ and instead to examine its
underlying assumptions and consider its
moral and ethical implications — lift the
shiny chrome casing and disentangle the
circuits that lie beneath.

Suitably, the museum is the site of this
enquiry. The COVID-19 pandemic forced
museums and cultural venues across
the world to embrace virtual modes of
engagement and accelerated the trend
towards digitisation. While this rapid
shift brought many benefits — enabling
the public to connect and engage with
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cultural organisations while their doors

were shut — there have since been scant
opportunities for museum and cultural
workers to pause and reflect on the
implications for our sector. Indeed, this
working group was formed partly due to a
frustration that the discourses on technology
in cultural heritage tend to be promotional
and uncritical, starting from an assumption
that all upgrades are inherently good and
progressive, and unwilling to ask the difficult
questions that any ‘not-for-profit, permanent
institution in the service of society’ must.!

The working group was initiated in October
2021 and is composed of individuals
from a cross-section of museums on

1. ICOM's new museum definition, approved in August 2022,
reads: ‘A museum is a not-for-profit, permanent institution

in the service of society that researches, collects, conserves,
interprets and exhibits tangible and intangible heritage.
Open to the public, accessible and inclusive, museums foster
diversity and sustainability. They operate and communicate
ethically, professionally and with the participation of
communities, offering varied experiences for education,
enjoyment, reflection and knowledge sharing.’

the island of Ireland. Over the course of
nine months, we met online to discuss
readings on different technologies, from
the established, such as streaming services
and gamification, to the emerging, such

as blockchain and the metaverse. Over the
course of our discussions, the same themes
emerged again and again: concerns about
encoded bias, privacy and surveillance; the
exclusion of those without digital literacy
or access to technology; the importance

of environmental sustainability; and the
problems of short-term thinking when it
comes to the funding of digital projects.

Our discussions also returned to the

digital commons and the possibilities for
collections that are accessible and inclusive.
We talked about the need for strategies
that can help use the funding and resources
that we have more wisely, such as sectoral
collaboration and the sharing of equipment.

Monthly meetings were bolstered by
presentations by experts from civil rights

Introduction



organisations, academia, and the tech
industry. These speakers illuminated
our discussions with wider contexts and
histories, pointing to serious concerns
as well as exciting potentials. Gracie
Mae Bradley, writer and former Director
of Liberty, suggested museums ask
themselves the following questions:

What is this technology for?
Is the aim illegitimate?

Can you achieve your aim another way?
What else could this money be spent on?
What are the consequences if the
technology doesn't work?

Is this normalising technology that
harms marginalised groups or civil
liberties in other contexts?

These questions undoubtedly raise the
bar for the institutional adoption of new
technologies but, in doing so, ensure that
the potential impact of any investment is
carefully considered, and fundamental to
museums delivering on their missions.

0

This document attempts to distil our
research and present it in an accessible
way. In each of the seven sections, we focus
on a different area from our discussions.
We explain the terminology, explore how

it can be applied in a cultural context, and
finally offer some key considerations.

An analysis of the underlying economic and
structural shifts in the last 50 years, the
rise of Big Tech and platform capitalism,

is beyond the scope of this short text,

but this wider context has informed our
discussions throughout. Indeed, Ireland,
the ‘Silicon Valley of Europe’ — host to
numerous technology firms attracted by
low corporate tax rates — has provided

a fertile base for our discussions.

This primer is principally aimed at those
in the cultural sector. We hope it can

be worthwhile to the ‘technophobic’

as well as those with an established
interest. Our working group was a
space to reflect deeply about new
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technologies and their place in our cultural
life — we hope this text can continue these
conversations and spark new ones.

Museums must navigate today’s ‘brave new
digital world’ and move beyond a reactive
position towards more assertive long-

term strategies that actively shape how
technology is used in cultural institutions.
We must also create space for the public to
reflect on these very questions, critical as
they are.

Adam Stoneman,
Founder, Muse-Tech Working Group
January 2023
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“tis possible to construct

algorithms that are based on well-
made, non-discriminatory training
tata sets - but we have to ask
ourselves: are we acclimatising the
public to something that in other
contexts is harmful?”

What is it?

An algorithm is a complex set of rules based on a
mathematical model that is used to solve a problem
and to make or inform a decision.

Artificial intelligence (Al) is a family of algorithms
that claims to mimic human intelligence. In plain
terms we can think of it as ‘complex information pro-
cessing’ derived from optimised statistical models.
Al systems are often built to learn from ongoing inter-
actions, facilitating the incorporation of new informa-
tion into its decision making; it is iterative. One might
set up an Al tool or a model and might not know how
it is making its decisions in a year’s time because it
has evolved as time has gone on. This can range from
the software on our computers to machine learning,
a type of artificial intelligence which gathers and ob-
serves statistical data to improve its accuracy.

Algorithms and Artificial Intelligence



What is it typically used for?

Al and algorithmic tools and decision making are
increasingly embedded in everyday life, governing all
kinds of processes from the assessment of financial
credit scores to catching a cab across town or sug-
gesting what to watch next on a streaming service.

How is it being used in museums?

It might surprise you to learn how many daily oper-
ations within the museum already rely on Al function-
ality; it is present in our social media apps, emails,
databases, and security systems. Al can be used to
measure and forecast visitor behaviours, and predict
the number of no-shows to ticketed events. What
these Al systems have in common is the reliance on
large datasets, data gleaned from our staff and visi-
tors. Algorithmic processes are employed in all the
technologies explored in the sections that follow.

There is a long history of artists and curators ex-
perimenting with Al systems in their work. In the
1970s British-born artist Harold Cohen created
AARON, a computer programme designed to pro-
duce art autonomously. More recently, Swedish artist
Jonas Lund created an algorithm to analyse famous
artworks. The outcome was a set of instructions on
how to make the most successful works of art. He

Al

followed these instructions and created an exhibition
from the resulting works.

The Museum of Digital Art in Switzerland has de-
ployed an algorithm called Hal 101 to select artists
for an exhibition. Hal 101 bases its choices on data
streams available through the internet. However, Al
curation such as this should not be understood as
neutral, unmediated, or uninfluenced by human bias.

Key considerations

Bias

Algorithms can be applied in ways that can be
helpful to society or exploitative. They are used to
deploy our data to create specific outcomes to our
questions. In this sense, algorithms can manipulate
people by using their own personal data. This is a se-
rious concern for our privacy and our ability to com-
municate securely. Algorithms can be helpful when
applied in medical settings, such as Apgar scoring,
used to assess the health of new-born babies and
identify those that might need additional medical
support. They can also be destructive, for example,
in situations where they prompt disturbing or violent
content on YouTube or social media.

It is important to recognise that the ground on
which these tools are being deployed is not neutral.

1
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These algorithms are being deployed in imperfect
societies, where profit-motivation, ableism, sexism,
transphobia, racism exist. Algorithms can function to
codify and legitimise existing patterns of unfairness
in society. In many cases we may not be aware that
algorithms are being deployed, and rarely are we
asked to consent in an informed way.

Algorithms are set up in such a way that they must
assume the future will be like the past. They work
on the basis that past assumptions made by deci-
sion-makers were correct and that past decisions
were good decisions. They are only as good as the
data they are trained on or the person who creates
them. In-built biases in areas such as gender, race,
disability, or religion can become embedded and in-
visible, and amplified over time. A society that is striv-
ing for equality will be battling forces that it cannot
see and that cannot easily be removed.

AN
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Normalisation

Algorithms, like their human creators, are always
imperfect and will always exhibit bias. It is possi-
ble to construct algorithms that are based on well-
made, non-discriminatory training data sets, and
which can, therefore, be appropriate in the museum
context — but we have to ask ourselves: are we accli-
matising the public to something that in other con-
texts is harmful?

B
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Biometrics
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Speaker: Daniel Leufer




“There s a relationship between

facial expressions and emotions, but
the correfation is not that Simple.
Phrenology and physiognomy serve
as reminders of the danger in looking
to physical features to explain our
inner characteristics.”

What is it?

EU General Data Protection Regulations (GDPR)
defines biometric data as ‘personal data resulting
from specific technical processing relating to the
physical, physiological or behavioural characteris-
tics of a natural person, which allow or confirm the
unique identification of that natural person’. An ex-
ample is the use of facial recognition technology or
fingerprint scanners to unlock mobile phones. De-
velopers have taken facial recognition technology a
step further, not only to recognise faces but also the
emotions they express.

Facial Emotion Recognition technology can be
defined as technology that analyses facial expres-
sions from both static images and videos in order to
reveal information on one’s emotional state. Typical-
ly, it analyses facial actions such as furrowed brows,
curled lips, eyebrow raises, and eye movements to
determine key emotions such as joy, anger, fear, dis-
gust, sadness, and surprise.

i}
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What is it typically used for?

Biometrics and Emotion Recognition Technology
is used in a variety of contexts and industries includ-
ing healthcare, marketing, manufacturing, and secu-
rity. In healthcare, Google Glass has developed an
app designed to help children with autism read the
facial expressions of others. Companies such as the
Boston-based Affectiva, provide biometric emotion
recognition services to businesses who wish to see
the emotional impact their advertisements are having
on consumers. In manufacturing, cars are increasing-
ly incorporating this technology to recognise various
states such as fatigue, intoxication, and stress.

Biometric technologies are commonly used in
surveillance, policing, and security — this has led to
concerns about their impact on civil liberties and the
potential for the misuse of biometric data.

How is it being used in museums?

While biometric technology is increasingly em-
ployed in museum security systems, this technology
is being used experimentally in other ways. In 2021,
Istituzione Bologna Musei installed 14 small cameras
next to artworks that use Al to study the facial ex-
pressions and emotional responses of visitors. They
were seeking to understand how visitors engaged

i)

with individual works of art. On the one hand, it can
be argued that this captures a wealth of qualitative
data, including visitor dwell time, eye-tracking, and
emotional responses to artworks. On the other hand,
there is the intrusion of the cameras making visitors
feel surveilled and disrupting the intimate relation-
ship between a viewer and an artwork.

Key considerations

GDPR

Biometric data is protected under GDPR law and
is considered a ‘special category’ of personal data. In
the case of a data breach, it is easy to replace other
forms of personal data, such as your credit card de-
tails, but it is not possible to replace your face. For
this reason, it is generally not permitted to process
biometric data except in the limited circumstances,
as outlined in Article 9 of GDPR. These circumstanc-
es must be a legal and ethical consideration in the
usage of this technology. Similarly, consent is an im-
portant consideration when it comes to the gathering
and processing of biometric data. Explicit consent,
given by the subject to the processing of their data
for a specific purpose, is one of the cases where the
use of biometric data may be permitted.

o

Biometrics



Accuracy

The accuracy of these technologies in recognising
human emotion is contentious and unreliable at best.
While it is true that there is a relationship between fa-
cial expressions and emotions, the correlation is not
that simple. The debunked practices of phrenology
and physiognomy serve as reminders of the danger
in looking to physical features to explain personality
or inner characteristics. The human face can move its
muscles into countless different expressions. How-
ever, this does not mean that we always express our
emotions clearly and reliably. Emotional recognition
software is based on the premise that we are power-
less to hide our emotions, but certain emotions, such
as shame and guilt, do not have clear facial signifi-
ers. People have rich emotional experiences which
cannot always be easily categorised. An artwork may
have an emotional impact on an individual that may
not be realised for some time and this may be unclear
or ineffable. Similarly, the context of emotional re-
sponses is significant: museums and galleries are so-
cial and public spaces, and so an emotional response
to an artwork may be influenced by other factors.

> NI '\@ +
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Bias

Biometric emotion recognition data faces issues
with bias. While there are some common facial ex-
pressions that can be recognised universally, facial
expressions and emotional signifiers vary significant-
ly between cultures. This racial bias has notably led
to the misreading of emotion, resulting in inhumane
and unjust consequences. An example of this is the
emotion recognition technology used by airport se-
curity in the USA in an attempt to identify terrorists,
leading to racial profiling. The issue of cultural or ra-
cial bias, the broader issue of accuracy, and the po-
tential consequences must be a consideration in the
planning and use of this technology.

Given these issues, the reasons for using this tech-
nology in a cultural context must be carefully consid-
ered. The interests of the public should be repre-
sented in the museum, along with their reasonable
assumptions of privacy. Breaching GDPR mandates
risks fines and embarrassment. Is there a more eth-
ical and accurate way to obtain the information you
are looking for? If you are interested in emotional
response to an artwork, will a qualitative survey or
workshop be able to provide you with the same or
better quality data?

dl
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Judith McCarthy and Séamus Nolan
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“Tobe successfulin the digital Space,
museums must look to develop hybrid
physical virtual environments and,
indoing this, pioneer new forms of
communication and experience that
o not exist anywhere else.”

What is it?

XR, also known as cross reality or extended real-
ity, is an overall term for several different but relat-
ed technologies that modify the human-to-comput-
er interface, either by immersing you in the virtual
environment (Virtual Reality - VR), by adding to, or
augmenting, your surroundings (Augmented Reality
- AR), or by doing both (Mixed Reality - MR).

Popularly conceived, the metaverse is a virtual
world, or collection of virtual worlds, that exists in
tandem with the physical world. One where users can
socialise and engage in an unlimited variety of virtual
experiences, such as working, gaming and shopping
— all supported with its own digital economy based
on blockchain technologies (see section 6).

There is no one metaverse — yet. There are many
of them, owned by different companies or individuals.
To date, a universal metaverse has not been realised.

The anthropologist Genevieve Bell has traced the
metaverse back to a museological antecedent: the
Great Exhibition of 1851, in which immersion and
spectacle were used to assert a powerful vision of the

30
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future for Victorian Britain. However, not everyone
was impressed; the artist William Morris was said to
be appalled by its rampant materialism.

What is it typically used for?

VR and AR technologies have seen significant ad-
vances in recent years, driven by their applications in
gaming. To see the metaverse in action, you can look
at popular and vast multiplayer VR games — such as
Rec Room or Horizon Worlds — where participants
use avatars to interact with each other and manipu-
late their environment.

Musicians and entertainment labels have
been experimenting with hosting concerts in the
metaverse. The sports industry is also trialling XR,
with top franchises like Manchester City building
virtual stadiums so fans can watch games. In No-
vember 2021, Seoul, South Korea, announced a
plan to make a variety of public services and cultur-
al events available in the metaverse.

How is it being used in museums?

The potential to overlay multiple, even contested,
narratives is part of the appeal of XR for museums.
Beyond the large-scale sensory event-based immer-
sive initiatives such as the popular Van Gogh experi-

b

ences, cultural institutions and museums have been
engaging with VR technologies for decades by de-
veloping AR apps for visitors and, increasingly, to
create online exhibitions and virtual spaces where
collections can be curated and viewed. In heritage
museums, immersive technologies are being used to
provide access to objects, places, and people that is
otherwise impossible. For example, reconstructing
fragmented artefacts or environments (Gates of Hell
tour in Wicklow’s Historic Gaol); recreating build-
ings that no longer exist (Rome Reborn); having
David Attenborough give you a face-to-face guide
to the collections in the Natural History Museum in
London (Hold the World).

Artists, cultural activists, and digital museums
have also been overlaying virtual exhibitions within
the physical space of many museums and cultural
centres. Artist, co-founder, and curator of MOMAR,
Damjanski describes this as the democratisation of
the museum; with MoMAR he has been curating un-
authorised exhibitions of digital or crypto art in vari-
ous leading art museums across the world.

®
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Key considerations

Access and exclusion

The metaverse is claimed to be the ultimate in
immersive experiences. However, full immersion
comes with a health warning. Immersion does not
necessarily allow space for reflection or contempla-
tion which is one of the many ways in which culture
plays an important role in facilitating the under-
standing of our world. A visit to a museum or gallery
engages our imaginations, while also allowing us to
be together with others — to share a cultural experi-
ence. XR and the metaverse should not replace com-
munal forms of culture.

Extended realities offer the possibility of multiva-
lent knowing, the ability to know or experience ob-
jects or ideas from a variety of perspectives and to
test out different ways of understanding those items
in different contexts. The ethical issues of how the
user is safeguarded from the problems of such new
and commercially driven technologies places a huge
responsibility of care on museums towards their au-
diences when entering hybrid spaces. For example,
cyber insecurity, data harvesting, and the accelera-
tion of problematic or traumatic histories may cause
issues. Access to digital devices, digital literacy, sen-
sory or neurodivergence — indeed any physical or

38

cultural barriers to the digital as well as the physical
space of the museum — are necessary considerations
for augmentation and immersion.

Real world experience

Museums, however, are unique spaces which pro-
vide special experiences for their visitors, not least
of which is enabling access to rare, ‘real-world’ arte-
facts, archives, and artworks. In navigating the world
of VR, AR, and the metaverse, museums need to en-
sure that they can translate their distinctiveness on-
line. One way to do this is to connect public digital
content to the physical spaces, the layouts of exhi-
bitions, and experiences of visitors to the museum.
This does not mean making 3D copies of museums
a digital user can navigate which may lose some of
the uniqueness of a real-life visit. To be successful in
the digital space, museums should look to develop
hybrid physical/virtual environments and, in doing
this, pioneer new forms of communication and ex-
perience that do not exist elsewhere. The physical,
experiential, and incidental encounter within the
museum, and the unique haptic and tacit experience
with the physical artwork or cultural object, cannot
be dismissed lightly.

3
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Benedict Schlepper-Connolly and Adam Stoneman
Speaker: Jiirgen Simpson




“We can have billions of hours of
music, videos, podcasts, and films
at our fingertips at a relatively low
price. Now that consumers have
come to expect this instantaneous
access, s there any going back?”

What is it?

Streaming services offer digital media such as
films, television, music, or video games, delivered and
consumed in a continuous manner from a website or
app with little or no intermediate storage in network
elements. This is, therefore, different from download-
ing files digitally or watching a live broadcast. Popu-
lar platforms such as YouTube, Netflix, Apple TV, (for
video, films and TV); Spotify, Soundcloud, Bandcamp
(for music and audio); and Twitch (for video games)
have hundreds of millions of subscribers.

Streaming is big business: Netflix is now worth
more than oil giant ExxonMobil. Most of these
commercial streaming platforms generate income
through paid subscriptions and advertising, though
it should be noted that some of these companies are
run at a substantial loss to gain market share. Spotify,
for example, has been operating at a loss since it was
founded in 2006.

B
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What is it typically used for?

Streaming services are increasingly dominat-
ing how culture is consumed. Before the advent of
streaming, if you wanted to experience film or mu-
sic you might go to the cinema or concert, watch or
listen to a television or radio broadcast, or a play a
record or DVD. What is distinct about streaming is
its ‘on-demand’ relationship to cultural content —
that culture can be accessed on a phone or personal
screen anywhere and at any time, instantly.

How is it being used in museums?

While the cultural sector has always competed,
to some extent, with the commercial entertainment
industry for audiences, this intensified during the
pandemic, leaving the screen as a main stage for
culture and entertainment. Video-streaming projects
from the Hammer Museum, the Louisiana Museum of
Modern Art, and Art21 borrow design and search fea-
tures from major streaming platforms to host their
collections of artist talks, films, and documentaries.

>
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In 2021, Italy launched an innovative streaming
platform called ITsART, billed as the ‘Netflix of Ital-
ian culture’, offering access to virtual tours, museum
exhibitions, operas, and other forms of art. Commis-
sioned by the Italian ministry of culture, ITSART has
teamed up with more than 100 cultural institutions
in Italy, including the Uffizi Gallery, Galleria Borgh-
ese, Peggy Guggenheim Foundation and Fondazi-
one Prada. With these initiatives, museums are
adopting the popular streaming model to increase
access to their digital collections for the general
public and researchers. By creating their own plat-
forms, these museums retain control over how us-
ers explore their content, encouraging users to go
deeper into the archive, and providing a space to
develop digital collections.

Key considerations

New cultural paradigm

Besides directly competing with streaming plat-
forms, it is worth reflecting on the ways in which
streaming is influencing the broader cultural envi-
ronment — including cultural production and popu-
lar taste. Whether it is a reduction of our attention
spans, visual literacy (the prominence of image over
text), or expectations of high production values for

I
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video content, there are many ways in which stream-
ing culture can be seen as a new cultural paradigm
from which museums are not exempt.

From the consumer’s viewpoint, streaming servic-
es have opened up a whole new world. We can have
billions of hours of music, videos, podcasts, and films
at our fingertips at a relatively low price. Now that
consumers have come to expect this instantaneous
access, is there any going back?

Economic model

Some argue that the music streaming model is an
inherently unfair and unsustainable model of pay-
ment for musicians and composers as the actual fees
received by all but the most popular are extremely
small. Musicians need thousands of streams to earn
the same as the sale of a single album (the exact rate
is adjusted for each stream according to an undis-
closed algorithm). Rather than rewarding artists for
their work or nurturing new talent, these platforms
are designed to build subscribers to the platform, at-
tract speculative capital, and create value for share-
holders. Streaming platforms such as Spotify can be
seen as breaking from the traditional music industry
in their detached and disinterested relationship to
music as culture. Rather, as composer and academic
Jiirgen Simpson puts it, for these companies, music
is ‘oil to be mined’.

16

Netflix and Chill

The commercial logic of streaming services privi-
lege certain forms of culture to the detriment of oth-
ers. Streaming is predicated on high consumption
‘bingeing’ and repeated playbacks, favouring quanti-
ty over quality of content. Our listening and watching
habits produce data, and the more time we spend on
these platforms the more data can be sold to advertis-
ers. This dynamic works better for culture that creates
certain moods and vibes (affect) than more complex
or intellectually demanding culture.

R |
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“Gamification should build upon

a foundation of information and
tata literacy and awareness,
encouraging and integrating digital
citizenship o that informed users
have the choice in how to interact,
and control their data.”

What is it?

Gamification in the museum context is a method of
exhibiting that utilises elements of game, play, com-
petition, puzzle solving, and sensory engagement
and — most importantly — achievement and goal-set-
ting, to ‘bring to life’ social, cultural, and historical el-
ements and make them digital, physical, embodied,
sensory, and intellectual experiences.

Gamification —— 5]



What is it typically used for?

Gamification is an incentivised engagement with a
task or subject. It is used to engender a more expe-
riential, atmospheric, and phenomenological visit by
engaging visitors more readily in their environment.
It enables immersion of participants in learning, mak-
ing the experience more lifelike and lived, and there-
fore more memorable and relatable. Gamification
can enable a multiplicity of access points for visitors,
particularly those of different cultures, age ranges,
and needs, alongside virtual audiences. It can provide
further context to exhibits and enable participants to
have the chance to actively rather than passively en-
gage, using the past to ask questions about how we
move forward in areas such as climate change mod-
elling. Through active skills-based learning, gamifi-
cation can have real practical learning or skills out-
comes which can align with the curriculum.

How is it being used in museums?

Gamification is not a new concept in museums.
There is a long history of interactive exhibits that uti-
lise puzzles and board games or ask visitors to turn
knobs and press buttons to achieve outcomes. How-
ever, the technological element is new, and its ap-
plication is constantly evolving. Developments such

ol

as motion sensors and virtual and augmented reality
place visitors in new sensory environments. Gamifi-
cation is not just about what we put in the museum,
but what we do in the museum.

Gamification is increasingly used to capture the
‘digital native’ generation, who are often the most
difficult segment to interest in more traditional mu-
seum experiences. Carrickfergus Museum created a
virtual gallery trail which can be used for groups of
young people. Based on the artefacts in the muse-
um, it guides the user through the space and com-
pels them to engage with the exhibit in order to get
to the next stage.

It is important to note that the term ‘gamification’
can also denote ways in which the museum space is
utilised in terms of the architecture and visitor flow.
For example, biometric and sensory technologies
utilised at the MIT Museum in Boston and the Kalito-
sis project between King’s College London and the
Wellcome Trust, where an artery fills the entire dou-
ble height gallery space visitors can stand inside.

0@
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Key considerations

Gamification can be effective and elevate the mu-
seum experience if done with due consideration and
careful implementation. Three core things should be
considered: purpose-oriented, people-oriented, and
data-oriented principles.

Purpose

Children and adults have been learning through
games, such as role-play, sport, song, and storytell-
ing for many centuries. Research shows that people
have multiple ways of processing information, which
includes visual, auditory, kinaesthetic (movement),
smell, and taste, as well as a wide variety of accessi-
bility and neuro-diverse needs. More complex infor-
mation may be communicated and understood more
easily through gamification. There are less barriers to
engagement than with more traditional museum ex-
hibits, which may rely on more academic forms of un-
derstanding. With gamification, visitors play a more
active role in their learning. Gamification also taps
into reward-based learning, where the brain releases
a hit of dopamine when an action leads to a desired
result. Studies have shown that this type of learning
engages adolescents best, traditionally one of the
more difficult-to-reach segments of museum visitors,
though it can also be very addictive.
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The immersive nature of gamification can bridge
the gap between learning history and experiencing
it. Research by organisations such as Narrative 4
shows that, by getting someone to retell a story as if
it were their own, we can increase empathy and un-
derstanding. Role-playing games can offer visitors a
chance to step into the shoes of those from the past,
enabling them to imagine what life must have been
like for them.

There are currently no best practice guidelines
or policies for the use of gamification in museums.
Projects are often funding-led, with little or no ex-
perience of gamification amongst museum staff,
and — without consulting educational specialists or
those with a background in pedagogy — they may
result in rushed or poor quality learning experienc-
es. Approached cynically, gamification can come
across as a gimmick, encouraging superficial en-
gagement — ‘sugaring the medicine’ with badges
and points, rather than understanding the value of
the medicine in the first place. In some instances,
gaming might be seen to trivialise sensitive histori-
cal events or artefacts.

People

Gamification does not just affect how visitors en-
gage with the space and exhibits but also how they
interact with each other. While traditional text-heavy
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exhibition panels engage visitors on amore individual
level, gamification can encourage teamwork or com-
petition as players work either collectively or against
one another to complete tasks. By encouraging vis-
itors to work together, gamification creates shared
experiences, in effect changing the understanding of
museums as solitary and academic spaces to spaces
which are social, vibrant, and immersive.

It is more difficult to control what a visitor is ex-
posed to in a gamified environment, risking user
safety and triggering negative memories and ex-
periences. Where the interactions are not optional,
this presents issues in terms of choice and accessi-
bility. We might assume that people want to engage
with technology in the museum space. This is not
always true. Furthermore, gamification that utilises
the visitor’s own technology can exclude and create
barriers to access.

Data

With the rise in the use of digital technology, there
are increasing concerns about the tracking and
collecting of personal data. With gamification, this
is easier to control if the museum is managing the
platform itself. However, without a coherent infra-
structure, most museums do not have the capacity
to support this. Museums generally use a third-par-
ty platform, which raises issues around data aggre-
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gation and privacy. Gamification should build upon
a foundation of information and data literacy and
awareness, encouraging and integrating digital cit-
izenship so that informed users have the choice in
how to interact and control their data.

Getting the balance between knowledge shar-
ing and data governance is key. We should aim for
unique and persistent global identifiers, and ensure
that it is created open source so that it can be shared
and scaled. We need to work towards putting a set
of robust management procedures in place for our
digital agenda, aspiring to the same standards as
those for health and safety in our public spaces. We
should prioritise service level agreements for provid-
ers of software. Those utilising data in any form must
ensure transparency and place data governance as a
core value — management of data should be of para-
mount importance.
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“There is enormous pressure on

individuals and institutions to buy
into cryptocurrency. But given the
high risks and extreme fluctuations
of the crypto market, it is worth
approaching this area with extreme
caution.”

What is it?

Blockchains are decentralised digital ledgers
that keep track of data, such as financial transac-
tions. Information is stored on a network of linked
computers in such a way that the data is spread
across many servers. Once data is added to a block-
chain it is very difficult to alter it or remove it due to
the governance structure that exists between these
computers. This is both its strength and weakness.
It is more secure than other digital storage systems,
but it is extremely difficult to correct errors or re-
move incorrect information.

NFTs or ‘non-fungible tokens’ are signposts to
digital assets, constituting a digital certificate of
ownership. The details of ownership of the assets
are stored on the blockchain, while the asset itself is
stored elsewhere on the internet. It is often thought
of as owning a limited-edition print. The NFT is the
signature and edition number but not the artwork it-
self. By introducing digital scarcity, so the argument
goes, artists have more opportunities to make a liv-
ing from their work. Similarly, NFTs are seen as a
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way for museums to claim ownership of their objects
in the metaverse (see section 3).

Web3 is the idea that all activity on the internet will
be based around blockchain in the future. Everything
we do such as online shopping or video gaming will
take place in a virtual world in which all transactions
will take place in cryptocurrency. Everyone will be
obliged to buy into cryptocurrency to interact in this
new metaverse. All the data generated by our activity
online will be stored on the blockchain.

What are they typically used for?

Blockchains are a vital element of cryptocurren-
cy financial markets and Web3. They are used to
support data required to facilitate cryptocurrency
transactions.

NFTs have provided one way for digital artists to
monetise their art. The NFT is a reference to a unique
version of the asset. With an NFT, you do not own the
rights to the image, but your image has been claimed
as authentic.

PFP stands for picture for proof or profile pic-
ture, constituting a subset of NFTs. People typical-
ly use these digital avatars as their profile picture
on social media. Bored Apes are a large series of
PFPs based on procedurally generated images of
a cartoon monkey. People have paid large sums for
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these NFTs in the hope that they will become part
of an exclusive club of owners and speculate that
these assets will rise in value. Due to the inherent
instability of the crypto market however, this has
not always been the case.

Web3 is used to describe all the metaverses that
will be created. Proponents of Web3 see blockchain
technologies as a solution to the problems of ‘Web2’,
the internet we currently have, which is characterised
as monopolised by large technology companies pri-
marily interested in advertising and mining user data
for private profit. By storing data on the blockchain
rather than on centralised servers, a user — in theory
— would not be bound to a single application, and
could switch between any number of them, taking
their data with them.

BN
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How is it being used in museums?

Blockchains — the building blocks of NFTs and
Web3 — are being used experimentally by contem-
porary artists and museums. Artists Ai Weiwei and
Kevin Abosch used the blockchain to spark a con-
versation around the value of human life and how
we assign value to art. They collaborated on PRICE-
LESS, a complex piece in which two tokens on the
blockchain were created. One was rendered inac-
cessible but sold as digital wallet addresses printed
on paper as a long line of numbers in a series of 12
physical works, the other divided into quintillion dig-
ital pieces and given away for free.

Larger museums are using NFTs to raise funds
and to engage with younger audiences interested in
cryptocurrency. The British Museum, in collaboration
with French NFT platform LaCollection, have begun
to sell NFTs of artworks from their collection, limiting
the editions on offer to create scarcity and increase
value. LaCollection also sells primarily to investors
in NFTs that typically are under the age of 35 years.
They hope this will introduce new younger audiences
to the collections held by the British Museum.

Web3 is still mostly speculative and unrealised
but even in this mode there are interesting propo-
sitions for museums. Looty was set up in response
to the growing agitation for the return of African art
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stolen by European colonial powers. African art-
works are scanned without permission and convert-
ed into NFTs. The works appear in a digital museum
in the metaverse. Sales from the NFTs go towards
supporting young African artists. Chidi Nwaubani,
the founder of Looty, said ‘Imagine a world where
these items were never looted. We're just trying to
reimagine that world and bring that world into the
digital form.

Key considerations

Libertarian dream / nightmare

For its advocates, blockchain technology promises
to democratise the web, with users participating on
a level and decentralised playing field in which they
can be rewarded in crypto tokens for playing, post-
ing, or creating content. In this, Web3 would entail a
complete financialisation of our online interactions,
requiring users to buy-in to gain access.

This free-market libertarian dream is for others a
dangerous, unregulated nightmare. Some aspects of
Web3 and cryptocurrency (the relative ease of hid-
ing your identity, irreversible transactions and lack
of legal regulations) make it extremely susceptible to
fraud. Cryptocurrency and assets valued at over two
billion dollars was lost to hacks and fraud in 2022.
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Crypto pressure

There is enormous pressure on individuals and
institutions to buy into cryptocurrency; as with pyra-
mid schemes, we are told that these are investments
that could be a ticket to financial freedom or getting
rich quick. For museums and cultural institutions,
there is the fear of being left behind. But given the
high risks and extreme fluctuations of the crypto
market and the prevalence of scams and fraud, it is
worth approaching this area with extreme caution.

Environmental impact

One growing criticism of blockchain technology
is the enormous amount of energy it uses. Block-
chain is, by design, enormously energy inefficient.
The demand for energy is due to an algorithm
called Proof of Work, involved in 'mining' bitcoin,
which requires enormous amounts of computing
power. Bitcoin alone currently uses roughly the
same amount of electricity per year as Thailand. In
Ireland, this raises questions about the sustainabil-
ity of data centres, and their strain on the national
grid. At a time when museums are moving towards
sustainable practices, the environmental impact of
blockchain can be a deterrent.
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“Development of digital collections,

exhibitions, and resources must

be ingrained with the principles of
cultural democracy. In what ways
can the public engage with the
process of digitisation, not just the
end result?”

What is it?

Digitisation is the process of transforming analog
information into a digital format that can be under-
stood by a computer system or electronic device, for
example, oral and written histories. It also describes
the capture by digital sensors of the real world, such
as scanning artefacts, visual artworks, and even
physical spaces.

The output can include image files, virtual reality
spaces and maps. In general, in the cultural sector,
it is understood as the creation of imagery for col-
lections — archival, archaeological, or visual art. It is
most often discussed in relation to Collection Man-
agement Systems and Online Collections. Metadata
encompasses the secondary information, for exam-
ple, location, date, depositor, condition, etc. This
opens opportunities for interoperability and verifica-
tion, and the simplified sharing of information using
computer systems. Creation of a standard vocabu-
lary also enhances the potential for collaboration.

Production of digital content must also take li-
censing into consideration in terms of the institution,
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the artist, and digital licences separate to a physi-
cal licence. Creative commons licensing is advised
wherever possible to allow researchers and the gen-
eral public ease of access, supporting their use for
editing, reproduction and collaboration.

What is it typically used for?

Archives (text and image scans)

Library Catalogues, OLC, etc.

o Museum recording, e.g., Modes

Professional Records; Medical; Legal; Government

Journals/Online Publications, e.g., JSTOR

» Research

 Income generation

« Visualisation of analogue data across the public
and private sector.

« Cultural Monument Digitisation (notably for at risk
heritage sites or grave sites)

« Mapping; Geographical Information Systems for
mapping sites and monuments; geographical and
botanical crowd-sourcing digitisation efforts

» 3D printing

a':_-'-' B
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How is it being used in museums?

The pandemic rapidly accelerated the pace of dig-
itisation of cultural heritage, and online collections
are increasingly a priority for museums and archives.
On an individual basis, institution by institution, grant
by grant, we see the acquisition of software and the
purchasing of middleware systems to facilitate this.
However, an alternative approach utilises shared
cloud systems which service multiple organisations,
at both national (The Digital Repository of Ireland or
The Ogilby Muster — Army Museums Ogilby Trust)
and international (European Collaborative Cloud for
Cultural Heritage or Europeana) levels.

During the pandemic, digitisation allowed audi-
ences to access and engage with museum collec-
tions through online exhibitions, virtual tours, talks,
geographical information systems (GIS) and inter-
active maps and learning resources. The pandem-
ic also pushed many institutions to reconsider their
web and social media presence and question how
they can best serve their audiences. Post-pandemic,
many of these activities have become normalised as
part of regular museum practices.

As well as their public-facing collections, many
museums, libraries, galleries, and archives are
going ‘paperless’ by digitising their institutional
records and switching newly created governance
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documents to ‘soft copy’ for ease of access and to
reduce paper waste.

The licensing of products for commercial sale and
photographic reproductions is increasingly consid-
ered as both a revenue source and a form of public
engagement, with a significant push for unlimited dig-
ital access to images and information on collections.
With their doors closed during the pandemic, online
shops became an increasingly important source of
revenue, turning digital collections into merchandise.

Key considerations

Cost, equipment, and expertise

Digitisation opens new possibilities for sharing and
experiencing cultural heritage, but a coherent in-
frastructure and collaborative approach is needed.
With the majority of museums and heritage organ-
isations now digitising in one manner or another,
there is much duplication of resources in terms of
equipment and fund-raising.

Shared use of digitisation equipment and partner-
ships minimises the resources expended by individ-
ual institutions and drain on funding bodies. Sharing
digital infrastructure and ensuring interoperability
between the information systems and datasets of all
national museums, archives and libraries would, in
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the longer term, bring down costs while increasing
the visibility and usability of contents and services
in education, culture, science and public administra-
tion. By reducing energy consumption, there is also
a strong environmental motive for sharing of equip-
ment, software, and data storage.

Democracy of expertise is another important con-
sideration. Often in-house staff are carrying out dig-
itisation projects without training, due to time and
budgetary constraints. Often specialist expertise is
not locally available and can be prohibitively expen-
sive for smaller organisations to access. Larger insti-
tutions can take the lead on establishing guidelines,
providing training, and knowledge-sharing.

Collaboration

In Ireland, all island collaboration is encouraged.
Cross border projects are vital: while drawing on dif-
ferent professional standards (e.g., MSPI vs Spec-
trum) can be challenging, they provide valuable op-
portunities for learning.

Standardisation of process and vocabulary with-
in the museum sector could be a good way to make
cross-border collaboration more effective and is an
EU wide issue. A good comparison is ISADg and
MARC21 standards in archives and libraries respec-
tively. Standardised vocabulary facilitates collabora-
tion in many areas: cross-institutional, with communi-
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ty groups, private sectors and international partners.
However, we must be mindful of data sharing issues
with for-profit organisations — the risk of ransom-
ware attacks and the volatility of data storage, requir-
ing competent strategies for data backup. Project
objectives across partners must align to institutional,
civic, and project values.

Currently, there is also a lack of standardisation
for digitisation and capture of metadata across the
wider heritage sector. The recommendations of net-
works like ICOM CIDOC are slow to filter into day-
to-day practice in many cultural institutions. Should
a standard be set and incorporated into, for example,
accreditation standards, it needs to be developedina
way that allows smaller organisations, with stretched
resources, to meet the conditions required.

Access and public engagement

Development of digital collections, exhibitions, and
resources must be ingrained with the principles of cul-
tural democracy and create opportunities for commu-
nity participation. In what ways can the public engage
with the process of digitisation, not just the end result?
Many local museums undertook ‘pandemic collecting’,
however, some of the participants were not ready for
their stories to be shared immediately. Around certain
issues, there needs to be consideration of timing and
how the information is collected and presented.
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Sustainability and obsolescence

Consideration must be given to the choice of stor-
age and hosting platforms, software lifespan and
maintenance, and the cost of long-term investment
to achieve sustainability, both in terms of project and
digital collection lifespan and environmental sustain-
ability. Without funding or an income stream, how can
platforms be maintained and updated as technology
progresses? To reduce risk, contingency plans need
to be in place should a provider stop offering a ser-
vice or hardware becomes obsolete.

Values of digitisation

To achieve meaningful digitisation, all work should
be aligned to the values of the organisation rather than
digitisation for the sake of it. Digitisation should be
built into the organisational principles, from the prac-
titioner or funder, collection management policy or
strategy. These policies should include best practice
for data collection, management, and disbursement.
In this, government collaboration can lead the way by
reviewing the methods by which digitisation projects
are funded, particularly in light of our commitment to
Public Sector Information open data frameworks.

We must consider, how do we build on the best
practice that has been undertaken and ratify it in our
work going forward?.
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The Muse-Tech Working Group was formed
by museum workers in Ireland in 2021

to interrogate the popular conception of
technology as a ‘neutral tool’ and consider its
moral and ethical implications.

This Primer distils the research of the working
group and presents it in an accessible way.
Focussing on seven relevant technologies, it
explains the terminology, explores how they can
be applied in a cultural context, and finally offers
some key considerations.
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